PHISHING

Attackers use emails, texts, and phone calls that seem genuine trick
victims into giving away personal info or login credentials

91%

of cyber attacks come
from phishing emails

Attackers want your...
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Common scams at University of Washington

Account Security

"Due to recent security
incidents, you need to
confirm your 2-Factor
Authentication for UW.
Please click here to
confirm your DuoMobile
account."

Shared Documents

"l have used One Drive
to share some
documents with you.
Let me know if you can
download those files by
clicking this link."

Protect your devices
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w INFORMATION TECHNOLOGY

Use Eduroam Wifi

Don't reuse logins

Only click verified links

Use anti-virus software

Jobs Offers

"Work a flexible,
remote job for the CS
department and earn

$450 weekly. Interested
students should reply
with their information."

Suspicious
email swam
into your
inbox?

Let us know! Send an email to us at

UNIVERSITY of WASHINGTON

help@uw.edu describing what you see.






