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WHAT IS IT?

Malware, short for malicious software, is a
program or code that is used to disrupt a
computer’s normal operation.
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other confidential or
personal information to
cyber criminals.

among other things, send
potentially relevant and typically
intrusive advertising (Adware) to
the user's computer.

sometimes posing as
FBI or other officials.

compromised by an attacker through a virus or trojan and
added to a botnet - a network of compromised machines
that are then used for nefarious purposes, such as sending
spam or launching denial-of-service attacks.

While browsing, the
user stumbles upon
malware that an
attacker has loaded
onto a legitimate
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HOW DOES MALWARE INFECT A COMPUTER?

=
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that downloads malware onto the devices also spread
U Uscr's computer. malware.

Phishing USB devices

G

&t

Cyber criminals use malware to steal data, such as personally identifiable
information, credit card numbers and other financial data, as well as login
passwords and credentials. They then convert it into cash in various ways,
including selling it on sophisticated Internet marketplaces and forums.

The Offenders

WHO IS RESPONSIBLE?

All of us in the UW community share the responsibility to safeguard
our personal data, passwords, and login credentials, and the
University of Washington's institutional information.

The Defenders
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Update and patch

Keep operating systems, software, browsers, and plug-ins
updated and patched on all computers and devices.

Learn more:

ciso.washington.edu/update-and-patch

Use antivirus software on all computers and

devices and keep it updated E

Sophos Anti-Virus Software is available free of charge to all UW
students, faculty, and staff. More info: allin
washington.edu/itconnect/wares/uware/sophos-anti-virus-software

Employ good password practices

Passwords online training:
ciso.washington.edu/online-training [#passwords

WHAT CAN YOU DO?

Never click on links or download attachments

unless you can verify the source uv
Phishing training and guidance:
ciso.washington.edu/resources|risk-advisories/phishing

Use encryption on files, devices, and
communications when appropriate ’p

Encryption guidance:
ciso.washington.edu/resources/privacy-briefs/encyption
Back up your data @

Back up all data that you are responsible for in case of
data corruption or loss due to malware.

RESOURCES

Sophos Five Stages of a Web Malware Attack McAfee Labs Threats Report: August 2015
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More info: http://ciso.washington.edu/online-training/#fmalware
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